
3.9 SOC 2 Type II Audit Report 

 

 

This section applies to the Contractor and any relevant subcontractor who provides services for the 

Department’s identified critical functions, handles Sensitive Data, and/or hosts any related implemented 

system for the State under the Contract.  For purposes of this section, “relevant subcontractor” includes 

any subcontractor that assists the Contractor in the critical functions of the Contract, handles Sensitive 

Data, and/or assists with any related implemented system, excluding subcontractors that provide 

secondary services that are not pertinent to assisting the Contractor in the critical functions of the 

Contract, handling Sensitive Data, and/or assisting with any related implemented system. 

 

The Contractor shall have an annual audit performed, by an independent audit firm of the Contractor’s 

choosing, of the Contractor’s and any relevant subcontractor’s handling of Sensitive Data and the 

Department’s critical functions, which are identified as Section 3.2 – Scope of Work - Requirements, and 

shall address all areas relating to Information Technology security and operational processes (see IFB 

Section 3.3).  These services provided by the Contractor and any relevant subcontractor that shall be 

covered by the audit will collectively be referred to as the “Information Functions and/or Processes.”  

Such audits shall be performed in accordance with audit guidance: Reporting on Controls at a Service 

Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2) 

as published by the American Institute of Certified Public Accountants (AICPA) and as updated from 

time to time, or according to the most current audit guidance promulgated by the AICPA or similarly-

recognized professional organization, as agreed to by the Department, to assess the security of outsourced 

client functions or data (collectively, the “Guidance”) as follows:   

 

3.9.1 The type of audit to be performed in accordance with the Guidance is a SOC 2 Type 2 Audit 

(referred to as the “SOC 2 Audit” or “SOC 2 Report”).  The initial SOC 2 Audit shall be 

scheduled and completed within a timeframe to be specified by the Contract Monitor.  All 

subsequent SOC 2 Audits that are arranged after this initial audit shall be performed on annual 

basis and submitted to the Contract Monitor for the preceding calendar year.    

3.9.2 The SOC 2 Audit shall report on the Contractor’s and any relevant subcontractor’s system(s) and 

the suitability of the design and operating effectiveness of controls of the Information Functions 

and/or Processes to meet the requirements of the Contract, including the Security Requirements 

identified in Section 3.3, relevant to the following trust principles: Security, Confidentiality, and 

Privacy, as defined in the aforementioned Guidance. The audit scope of each year’s SOC 2 

Report may need to be adjusted (including the inclusion or omission of the relevant trust services 

principles of Security, Availability, Confidentiality, Processing Integrity, and/or Privacy) to 

accommodate any changes to the Contractor’s and any relevant subcontractor’s environment 

since the previous SOC 2 Report.  Such changes may include but are not limited to the addition of 

Information Functions and/or Processes through modifications to the Contract, or due to changes 

in information technology or operational infrastructure implemented by the Contractor and/or 

subcontractor.  The Contractor and any relevant subcontractor shall ensure that the audit scope of 

each year’s SOC 2 Report engagement shall accommodate these changes by including in the SOC 

2 Report all appropriate controls related to the current environment supporting the Information 

Functions and/or Processes, including those controls required by the Contract. 

3.9.3 The audit scope of each year’s SOC 2 Report may need to be adjusted (including the inclusion or 

omission of the relevant trust services principles of Security, Availability, Confidentiality, 

Processing Integrity, and/or Privacy) to accommodate any changes to the Contractor’s and any 

relevant subcontractor’s environment since the previous SOC 2 Report.  Such changes may 

include but are not limited to the addition of Information Functions and/or Processes through 



modifications to the Contract, or due to changes in information technology or operational 

infrastructure implemented by the Contractor and/or subcontractor.  The Contractor and any 

relevant subcontractor shall ensure that the audit scope of each year’s SOC 2 Report engagement 

shall accommodate these changes by including in the SOC 2 Report all appropriate controls 

related to the current environment supporting the Information Functions and/or Processes, 

including those controls required by the Contract. 

3.9.4 The scope of the SOC 2 Report shall include work performed by any subcontractors that provide 

essential support to the Contractor for the Information Functions and/or Processes for the services 

provided to the Department under the Contract.  The Contractor shall ensure the audit includes all 

subcontractors operating in performance of the Contract. 

3.9.5 All SOC 2 Audits, including those of the Contractor and any relevant subcontractor, shall be 

performed at no additional expense to the Department. 

3.9.6 The Contractor and all relevant subcontractors shall promptly provide a complete copy of the 

final SOC 2 Report(s) to the Contract Monitor upon completion of each SOC 2 Audit 

engagement.  

3.9.7 The Contractor shall provide to the Contract Monitor, within 30 calendar days of the issuance of 

each SOC 2 Report, a documented corrective action plan which addresses each audit finding or 

exception contained in a SOC 2 Report.  The corrective action plan shall identify in detail the 

remedial action to be taken by the Contractor and/or subcontractor(s) along with the date(s) when 

each remedial action is to be implemented.  

3.9.8 If the Contractor, including any relevant subcontract, currently has an annual information security 

assessment performed that includes the operations, systems, and repositories of the Information 

Functions and/or Processes being provided to the Department under the Contract, and if that 

assessment generally conforms to the content and objective of the Guidance, the Department will 

determine in consultation with appropriate State government technology and audit authorities 

whether the Contractor’s and any relevant subcontractor’s current information security 

assessments are acceptable in lieu of the SOC 2 Report(s). 

3.9.9 If the Contractor and any relevant subcontractor fails during the Contract term to obtain an annual 

SOC 2 Report by the date specified in RFP Section 3.9.1, the Department shall have the right to 

retain an independent audit firm to perform an audit engagement of a SOC 2 Report of the 

Information Functions and/or Processes utilized or provided by the Contractor and any relevant 

subcontractor under the Contract.  The Contractor and any relevant subcontractor agrees to allow 

the independent audit firm to access its facility/ies for purposes of conducting this audit 

engagement(s), and will provide the necessary support and cooperation to the independent audit 

firm that is required to perform the audit engagement of the SOC 2 Report .  The Department will 

invoice the Contractor for the expense of the SOC 2 Report(s), or deduct the cost from future 

payments to the Contractor.   

 


